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Abstract

A smart grid is a modern network system that configures variety of equipment based on Internet of Things and such
equipment while working with smart grid systems produces huge amounts of data. As a result the data requires
confidentiality and access control. To secure the data access, the proxy signcryption scheme is the most suitable option. In
this work we proposed an identity based proxy signcryption scheme for smart grid (IDPSC-SG). The proposed scheme can
provide the advantages of both, the proxy signature and proxy signcryption using single algorithm. The comprehensive
security study of the proposed scheme shows that, IDPSC-SG can achieve the security requirements of IND-IDPSC-SG-
CCA2. Furthermore it also achieve the existential unforgeability against adaptive chosen messages attack (EUF-CMA).
The formal verification using AVISPA tool shows that IDPSC-SG is safe under OFMC and CL-Atse. Moreover, extensive
performance evaluation indicates its efficiency with respect to computation time.
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1. Introduction

The various network protocols are used to establish
communication between different devices, those are involved
in functionality of complex smart grid systems. The
complexity of the smart grid system encourages the main
concern over its data security [1]. The data coming from
individual devices need to be gathered in an organised manner
and translated between protocols, but due to insecure data
translation of network protocols, this gathering of data may
lead to leaking or mishandling by unauthorized entities [2-5].
Additionally, most commercial network protocols like
Profibus, Modbus, which are used in smart grid, are intended
for data communication purposes only and their data is not
securely handled. This insecurity in network protocols
promotes a fertile environment for attackers [6,7]. Although
few of the network protocols are secure, they have
compatibility issues with other existing protocols.

Apart from network protocol issues, hardware
establishment and some supporting software’s including
operating system may lead to a way for attackers. The
operating system developed for the automation industry may
not ensure data security [8]. Many physical devices are
outdated, have a lack of memory space and analog in
operation, and may not be compatible with upgraded versions
of software which are secure. For e.g. LCD display circuits
have limited memory space and may not be able to perform
some computational operations, as they are intended for
customized functions and so they are unable to cope up with
software which provides data security, which may lead to data
theft.

For smart grids, to protect the data, an easy approach or
specific configuration may not be sufficient. To prevent
cyber-attacks on smart grid data, we are supposed to
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implement data security in a more stringent way by bringing
the numerous security techniques together [9,10]. This
approach has some advantages like tackling the system's
weakness, identifying the various cyber-attacks[11],
implementing the suitable defense system and classifying the
individuals participating.

2. Security challenges in the smart grid

Smart grid systems are very susceptible to cyber-attacks and
data violations. This section focuses on different cyber
security challenges.

Connectivity: the numerous devices like measuring
instruments or actuators of smart grid systems are integrated
in a systematic manner to perform their individual functions
effectively through the communication network. The smart
grid system comprises remote locations and spread over a
wide area, leading to demand for stricter measures against
cyber-attacks and data violations by unauthorized persons
[12,13]. Failing to data security in communication links, leads
to malfunctioning of field devices or damage of instruments
and may be disastrous if the smart grid is implemented for
highly explosive applications like nuclear power plant or
chemical-petrochemical industries.

Trust: The large area scope of the smart grid system and its
long-distance connectivity to integrate it makes the end users'
trust doubtful. Some end users may not always follow the
guidelines and protocols laid down by the smart grid system.
For e.g the end user may tamper with the electrical power
meter which is used to record electrical power consumption
and is an integral part of smart grid system. The tampering of
meters internally may cause wrong readings, hence wrong
billing and may damage the complete billing software system
of smart grid [14].

Consumers privacy: To safeguard the consumers or end
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users privacy is the prime aspect of any system and applicable
to smart grid and needs to be committed for shielding and
preserving consumers data. For instance, the inclusion of
smart meters with smart grid makes the involvement of
consumers personal information and smart grid systems
regular correspondence with consumers make its data at
risk[15]. The service provider may interfere with the end
users personal information, which is already collected during
configuring smart grid system. The service provider may
share the end users data with a telemarketing -advertising
agency and it is data violation. To prevent this the end users
data must be shielded securely and must not handled by any
unauthorized personals.

Software vulnerabilities: any software is prone to an ample
range of cyber threats. Smart grid systems consist of simple
software technology due to cost factor and are susceptible to
malware attacks and malicious updates. These softwares must
be updated periodically to maintain the faithful operations of
smart grid with required patching of known malware attacks
or malicious updates [16,17]. The patching process is a little
bit complex for smart grid like applications and may slow
down its performance or sometimes may need to reboot-
restart the system which hampers the routine operations of
smart grid.

Power Generation

Control Center Consumers
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Transmission Distribution

Fig.1. Generic illustration of Smart Grid system.

3. Related Work

The Identity (ID)-based Signcryption (IBS) method proposed
by authors of [18], that takes a exclusive identification
number accessible from each device which is handled by the
authority holding a master key and can produce a unique
secret key. Though the proposed method doesn’t required
exclusive arrangement for each device, it needs protected
communication path to distribute secrete key between key
generating servers and smart grid system. Authors of [19],
presented identity-based signcryption with data aggregation
for SG system. The pseudonym methodology can be used to
check the user, as it protects data while communicating and
minimizes the computational cost also. But the system is
affected by key escrow problem and has communication
bandwidth issues.

The data between end users and data creators can be
protected by developing Elliptic Curve based signcryption
using certificate less free pairing system as presented by [20],
the system rectifies the certificates related issues and key
escrow problem. Safe multicast communication system using
attribute based signcryption system is proposed by [21]. It
assures about data secrecy, complicity resistance, messages
validation. The computational cost of SG system is more due

a3

to use of Bilinear Pairing for implementation. Signcrypted
text can be developed by aggregate signcryption technique in
which signcryption of multiple messages is combined as
proposed by [22], masked random numbers are added to users
data for signcryption, then building gateways develops
multiple signcrypted messages and the same is pass on to
control center.

In smart grid pull and push based secure multicast
communication is possible by cipher text policy attribute
based signcryption system as presented by [23], the proposed
system supports privacy and essentials for data authentication
and prevents any collusion attacks but due to use of bilinear
pairing (BP) the communication bandwidth and
computational speed reduces.

To minimize the computational efforts and achieve lighter
pairing, ciphere text policy attribute based signcryption is
proposed by aythors of [24], the signcryption working of end
user can be subcontracted by transferring cipher text to simple
cipher with the help of storage center and the overall system
is effective with reduced computation while designcryption.
However the use of bilinear pairing affects the systems
performance for inadequate resources.

Protected communication between field devices and
central server is implemented by heterogeneous signcryption
system as proposed by authors of [25], IBC services are used
by field devices PKI services facilitates for central server. The
system supports data authorization, privacy, non repudiation
and ciphertext secrecy. But the proposed system has to bear
issues of certificate management and KEP. The smart grid
operators and electrical power suppliers can establish secret
communication with end users using multi-authority attribute
based signcryption system as presented by authors of [26],
though the system is short of forward secrecy, it provides non
repudiation, data secrecy and authorization. To rectify the
privacy leakage problems in smart meters, [27] promotes
signcryption system without certificate. This system provides
security to end users personal information and reduces the rate
of data transmission via data concentrator with aggregation,
but it affects due to PPKDP.

4. Preliminaries

The foundation and fundamental principles of bilinear
pairing, assumption of complexity, nomenclature, and the
mathematical formulation of the identity-based proxy
signeryption scheme for smart grid environment[28,29] will
be discussed in this segment.Table 1 lists the notations that
were utilized in this work.

4.1. Bilinear Pairing

Let G, Grbe a multiplicative cyclic group of prime order “P”
and g, h be some elements of groupG. The map ¥: G X
G—Grisan acceptable map if the subsequent conditions stand
true:

P is bilinear, i.e for all a, b €; Z,,", Vy €; G, ¥ maps as

¥ (g.y,h) = ¥(g h). ¥(y,h),

P(ghy) = ¥(gh).

Y(gy), Y(g%h")="¥ (g, )

Y is non-degenerate, i. e. ¥ (g, g) # 1gr
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Y(g, h) is efficiently computable.

5. Formal model of proposed Identity based Proxy
Signcryption for Smart Grid (IDPSC-SG) scheme

The IDPSC-SG Scheme is divided into seven algorithms as
follows.

1. Setup Algorithm: - This algorithm is accountable for
generating public parameters which are openly
accessible to all the participating entities and master
secret which is a secret of the trusted third party.

2. Key Extraction Algorithm: - Every individual user sends
his/her unique identity IDa to the trusted third party. The
secret key for the user Sa = &1 (IDa) is generated and
returned via the secret channel.

3. Warrant generation and Delegation Algorithm:-The
original signer shall make a warrant w which contains
the information about the type of delegation and time of
delegation; it also defines the type of documents to be
signcrypted by proxy signcryptor. This algorithm is
accountable for generating the signing warrantSw and
delegating it to proxy signer.

. Warrant Verification Algorithm:-This algorithm is
accountable for the verification of signing warrant
received from original signer. If the warrant is verified
correctly then the proxy signer executes the next
algorithm.

5. Proxy Secret key Generation Algorithm:- The proxy
signer generates the proxy secret key by using received
warrant and his own private key. This key will further
be used by proxy signer to generate signcrypted
messages on behalf of original signer.

6. Proxy SigncryptionAlgorithm:-This algorithm takes the
message to be sent M, proxy signers identity IDp, proxy
Signers private key Sp = &1 (IDp) identity of receiver
IDr and public parameters as input and generates the
signerypted message and send to the receiver via a
secure channel.

7. UnsigncryptionAlgorithm:- This algorithm takes received
signerypted message, receivers private key Sr = 1
(IDr) and the identity of both sender and receiver IDp,
IDr and generates the original message M if the
signerypted message has not tampered else it returns L.

5.1. Security Definition
The proposed IDPSC-SG scheme must satisfy confidentiality
and unforgeability of original message. Let us consider that
there exist an adversaryA, for the proposed scheme and Ch
is a challenger. For indistinguishability againstadaptive
chosen cipher text attack (IND-CCA2) the following
interaction between adversaryA,; and challenger Ch.
Definition 1: If adversary.A,; with no polynomial time and
having non-negligible advantage win the following game ,
then the proposed scheme IDPSC-SG can achieve the security
requirements of IND-IDPSC-SG-CCA2.
Initial: The challenger Chexecutes the setup algorithm to get
the public parameters and a master secret ¥.Then Chsends the
public parameters to adversary.A, and keeps 9 with itself.
Phase 1: AdversaryA, executes the following queries which
are interdependent.

1.Key Extractionquery:-AdversaryA, selects the unique

identity as ID. The challenger Ch runs key extraction
algorithm and returns the SID to AdversaryA,.
2.Warrant ~ generation and  Delegationquery:-The
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adversary A, sends the request for signing warrant. The
challenger Chreturns the warrant w and signing warrant
Sw.

3.Warrant Verificationquery:-The adversary A, verifies
the signing warrant received from challenger Ch.

4.Proxy Secret key Generationquery:-The
adversary Ayselects two identities IDa and IDb. The
challenger Chexecutes Warrant generation and
Delegation query to get Sw. Then it executes Proxy
Secret key Generation query for identity IDb and returns
PSK,p to adversary A,.

5.Proxy Signcryptionquery:-The adversary A, selects
message m and the identities [Da , IDb and IDc . The
challenger Ch executes Key Extraction and Warrant
generation and Delegation to get secret keys of Sa, Sb
and the signing warrant Sw , then executes Proxy Secret
key Generation to get PSK,p. Finally the challenger
Chruns Proxy Signcryption and sends the signcrypted
ciphertext o to Aj.

6.Unsigncryptionquery:-The adversary A,; selects the
signerypted ciphertext o and the identities IDa , IDb and
IDc. The challenger Ch runs Key Extraction algorithm
to get the Sc, then executes Unsigneryption algorithm
and sends result to A .

Challenge: The adversary A, wishes to be challenged on the
two messages Mo , M, and identities ID; , ID; In the first stage
Agcannot query for secret key of any of the identity. The
challenger Cpproduces the random bit b €z {0,1}for which
the o = signcrypt(M,, S, ID) and sends to A,.

Phase 2: The adversary A, executes the queries like phase 1.
Except Key Extraction query for identities ID; ,ID; and
unsignerypted text for o.

Guess: The adversary A produces he random bit b €g
{0,1}. If b= b’ the adversary A, wins the game. We have
following advantage of A,

Adv (A = |Pr[b= b']—%

Definition 2: The proposed scheme IDPSC-SG can achieve
the existential unforgeability against adaptive chosen
messages attack (EUF-CMA)iFadversarycA; with no
polynomial time and having non-negligible advantage in the
following game.

Initial: The challenger Crexecutes the setup algorithm to get
the public parameters and a master secret ¥.Then Chsends the
public parameters to adversarycAy;. Then A, performs
polynomial limited number of queries like in IND-IDPSC-
SG-CCA2 Finally, adversaryA, generates (o, IDi, IDj), In
phase 2 the private key for IDi was not asked and the
adversarycA,; wins the game if the output of
Unsigncryption(o, Si, IDj) is not L.

5.2. Proposed IDPSC-SG Algorithm
5.2.1. Setup Algorithm

Input:- Security parameters A
Output:-public system parameters

1. Let G, GT be a multiplicative cyclic group of prime
order p

2. gis generator of G

3. Identity of each participating entities is represented

as IDi

Bilinear map ¥:G X G—>GT
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5. #1:{0,1} -G ,

{01},

H4: (0,1} XGr = Z,y»

Select ¥ €g Z, , where ¥ is a master secret

Master Public key Mp,,, = 9 * g

Select symmetric key algorithm (EK(), DK())

0. The PKG publish the public system parameters as
{G, GT, Y, ,Mp,,;,, 1, H2, S3, 54 EK(), DK()},
Thedis kept secret, where { is bit length of message.

H2:A{01Y = Ty, HB: Gy —

20X

Table 1. Symbols used in proposed scheme.

Symbol Definition
G, Gr multiplicative cyclic group of prime order p
p Order of group / a very large prime number
g Generator of group g
id; Identity of user i
Sa The secret key of user A
Hi, H,, Hs, | One-way cryptographic hash function
H,
b4 Admissible bilinear map
Z, Set of elements {0, 1, ....... ,p-1}
Y €Eg Zy Element Jrandomly selected from Z,
Mpyp Master Public key
L Bit length of message
Sw Signcrypting warrant
w Message warrent
PSK,p proxy secret key
o signcrypted ciphertext

)
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N Records 1
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@-
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5.2.2. Key Extraction Algorithm
Input: - Identity of Participating entities ID;
Output: - Public and secret keys for ID;
1. The Public key of user A with identity ID, is P, =
6 (ID,)
2. The Secret key of user A with identity ID, is S, =
9*P,

5.2.3. Warrant generation and Delegation Algorithm
Input: - public system parameters, S,,w
Output: - Signcrypting warrant Sy,

The original signer shall make a warrant w which contains
the information about the type of delegation and time of
delegation; it also defines the type of documents to be
signcrypted by proxy signcryptor.

By using warrant w the original signer
generatessignerypting warrant S,, by using original signer’s
private keyS,.

1. Selecta € Z,+

2. V=axg

3. §=a6wV)

4., Sw=a*Mpy,, +6+S,
The original signer sends (Sw, V, W) to proxy signcryptor.

o] B

| Power Comumpnonl
P Records  _ @

Unsigneryption

Secret ﬁ ............
Key Sy Secret g }
Key Sy
1 Power Consumptlonl
[ Records_ _
Data Users

I

|
|
|
|
|
I

Power Grid Staff

Research Institutes Government Agencies

Fig. 2. The system model for the proposed Identlty based Proxy Signcryption for Smart Grid (IDPSC-SG).

5.2.4. Warrant Verification Algorithm
Input: -(Sw, V, w)
Output: - Accept or reject the signing warrant

1. & =s6wV)
2. The proxy signer verifies the received delegation by
computing
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¥ (g, Sw) = ¥(Mpyp, 8 *Spy+V)
Verification of Eq(1)
¥ (g, Sw) = ¥(Mpyp, 8 *Sy+V)

(1

=¥ (Mpyy,, 6 *9 * P,+V)
=YW xg,5 *9 * P,+V)
=YW xg,5 *9 * P+a = g)
=¥(g,5 *9 * P+9 x a = g)
= lI"(g ’ 5‘*504‘6! * MPub)
=¥ (g Sv
5.2.5. Proxy Secret key Generation Algorithm
If warrant is verified in previous step, the proxy signcryptor
can generate proxy secret key as follows.
PSKpp = &8 %5, S,
5.2.6. Proxy Signcryption Algorithm
Input: -Public system parameters, m, P.,S,, PSKqp,w

Output: - Signerypted message o
1. Selecta €g Zy-

2. B. =4 (IDy)

3 K=Y (gMpy)®
4. Ko =6 (Mpup, B)®)
5. o =Ey,(m)

6. 0, =#Hy(0,K))

7.

03 = & Mpyy — (02 * S + PSKop)
8. 0= 1(04,0,03W)
The proxy signeryptor uploads the signcrypted ciphertext
o on cloud.

5.2.6. UnsigncryptionAlgorithm
Input: -Public system parameters, S, , o
Output: - Original message m or L
The receiver with identity ID; will download the
signerypted ciphertext o from cloud and perform the
following operations to compute the original message m.
1. B, =4 (ID)
P, = 4 (ID))

(6+02)
K= ¥(2,05) ¥Y(Mpup, )W (Mpyp, 8P, + V)

2
3
PN (6+02)
4. K, = #(¥(03,B)¥(P, S,) WP, +V,S,))
5. The receiver with Identity ID; will then decrypt the
cipher text by using K, as follows
m=D i, (01)
The decrypted message m is accepted only if following
condition holds

o, = (0, K;) otherwise it returns L

6. Security Analysis

Theorem 1: In the proposed Identity based proxy
signcryption scheme, any signcrypted message generated by
Proxy signer P can be unsignrypted successfully by receiver
R with a legitimate private key, i.e., the proposed scheme is
consistent.

36

Proof: To verify the confidentiality and authenticity of the
received signcrypted message, the receiver R computes K;, by
using its own private key S.

K, = 6(% (o5, RYW(B, 5,) "

W(SP, +V,5,))

= (¥ (03, B)Y¥ (0,5, P )¥Y(8S, + 85, + aMpyy, B))
= (¥ (a3, P)W (025, P )W (PSKop, P.))

= J4(W(@ Mpyy — 0,5, — PSKop, B,)W(025,+ PSKop, )

= (Y Mpu, PIY)

= Kz

Theorem 2: The proposed scheme IDPSC-SG is secure
against IND-IDPSC-SG-CCA2, if there exist an
adversarycAy which has a non-negligible advantage that can
(g,t) breaks DBDH and asking qex key extraction queries,
gesk Proxy secret key generation queries, gsc signcryption
queries, qusc unsigneryption queries and qu; queries to oracles
Hi (i= 1, 2,3,4), then we can have following advantage of
algorithm B in DBDH problem.

Adv (%)DBDH >2 (E—‘ZUSE/Z}‘_I)

A1
t = t+ 0(qpsk + qsc + qusc)ty

Where ¢, is time to execute one pairing operation.
Theorem 3: The proposed scheme IDPSC-SGis secure
against EUF-IDPSC-SG-CMA, if no polynomial time
adversary <A, can break CDH with non negligible advantage.

10(qsc+1)(qsc+qH3)qH1

€ = (22-1)

t+0(qpsk+qsc+quscqus*)ty

t < 120686 * qy; * qy3 w(1-3)
2

6.1. Simulation study using AVISPA

In this section, the security analysis of the proposed IDPSC-
SG scheme. We use the well-known AVISPA tool [30,31] to
discuss the security proof and demonstrate that the proposed
scheme is not susceptible to replay and man-in - the-middle
attack. It should be noted that for any security protocol,
AVISPA only handles replay and man-in - the-middle threats
against an attacker.

The HLPSL code is written for the proposed scheme with
the different roles like original signer, proxy signer and
trusted third party. This code is then executed using SPAN
and AVISPA with the backends OFMC and CL-AtSe. We can
see that no attacks were discovered by OFMC. In other words,
for a limited number of sessions as specified in the role of the
environment, the stated security goals were achieved. The
proposed protocol is also executed with CL-AtSe backend for
bounded number of sessions. The output shows that the
protocol is safe under CL-AtSe also. The software resources
such as Oracle VM Virtual Box and Security protocol
animator (SPAN) are used.The output of AVISPA is shown
in Fig3.
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% OFMC SUMMARY
% Version 0of 2006/02/13 SAFE
SAFE DETAILS
. BOUNDED_NUMBER_OF_SESSIONS
DETAILS TYPED_MODEL
BOUNDED_NUMBER_OF_SESSIONS =
PROTOCOL PROTOCOL
/home/span/span/testsuite/results’ IDPSCSG.if | /home/span/span/testsuite/results/ IDPSC-SG.if
GOAL GOAL
as_specified As Specified
BACKEND BACKEND
OFMC
CL-AtSe
COMMENTS T
STATISTICS STATISTICS
3 Analysed :23 states
Reachable :13 states
Translation: 0.12 seconds
Computation: 0.00 seconds

Fig. 3. AVISPA Output

6.2. Performance analysis

we have done the comparison of our proposed IDPSC-SG
scheme with the eisting proxy signcryption schemes based on
pairing, which include X.X.Li et al.[32], S S Duan et al.[33],
X X Tian et al.[34], S.X. Chen et al.[35], Y. Ming et al.[36],
H. Yu et al. [37],Caixue Zhou et al.[38], Yu H et al.[39]. The
comparison outcomes are listed in Table 2. We define some
notations as follows:

P :- Pairing operation.

M:- Scalar multiplication operation

E:- exponentiation operation

The time required to perform the cryptographic operations
[34] are 32.7 ms for pairing operation, 13.1 ms for
multiplication operation and 2.24 ms for each exponentiation
operation.

Table 2. Comparison of various IDPSC Schemes

To assess the computing efficiency of the various systems,
we employ a simple technique. For example the scheme
proposed by X. X. Li [32] requires 12P, 8M and 7E
operations. Therefore the total time required for this scheme
is 512.88ms. In similar way the operation time required for
each scheme is calculated and listed in Table 2.Hence it can
be seen from Table 2, that the proposed approach outperforms
the alternative schemes describe in [32-39]. The comparison
of computational costs in terms of time in milliseconds (ms)
for each phase of the IDPSC schemes is shown graphically in
fig. 4.

500

400

300

Computation timein ms

200
0

0 II || II I‘ ‘I II II I‘ II II II Il II II II || I| II

321 [33 (34 [39] [36] 137 [38]  [39] Ours
IDPSC Schemes

1

o

= Warrant generation and Delegation = Warrant Verification

Proxy Secret key Generation = Proxy Signcryption

= Unsigneryption Total

Fig. 4. Comparison of computation cost of alternative schemes with
proposed IDPSC-SG Scheme.

Warrant .
eneration Warrant Proxy Proxy Time
Scheme gn d Verificatio | Secret key | Signcryptio | Unsigneryption | Total (millisec
. n Generation | n onds)
Delegation
X X Li|3M 3P+E 3IM P+2 M +2E 8P+4E 12P +8M+7 E 512.88
[32]
S S Duan | 2M 3p 2P+2[E P+2M+2E TP+2E 13P+4M+6[E | 490.94
[33]
XX Tian | 1M | 20 1P+1E POME | 4P42E 12P+7TM+TE | 499.78
[34]
Sk 3M + 2P + | 3M + 2P +
Chen 2M 2P+1E IM + 5P+ 1E 11 P+9 M+7 E 493.28
1E 2E
[35]
Y. Ming | 3M 2P M+ 28 + L IME 28 41 4E 6o 12P+6 M+7TE | 486.68
1E 2E
[36]
H  Yul|o2Mm 2P+1E M 28+ 3M P+ Meap1E | 9P+ M4E | 408.06
1E 1E
[37]
Caixue
Zhou 3M 2P+M 3M P+3M+E 4P+4M 7 P+14 M+1E 414.54
[38]
Yu H|2M 2P+1E fgﬂ T2 PHE3M | 4P+HIEHI M 9 P+8 MH+4E | 408.06
[39]
3M IM+2P 2M + 2P 2M 2M + 4P 8 P+10 M 392.6
Ours

87
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7. Conclusion

Energy service providers (ESP) make appropriate
configuration of smart grid systems to communicate the
power consumption and its related information in the form
of statements to consumers at periodic intervals. It is quite
possible to identify the type of electrical appliances that
the user has, its location, and operating patterns, by
studying power consumption statements. The security and
safety of such data while acquisition and communication
is at risk. So it's important to secure ESP's right of entry to
consumers' statements. In this work, we have identified the
need for securely sharing the usage data of electricity users
with the help of a cloud-based environment. This article
illustrates an identity based proxy signcryption technique
that is both efficient and secure. The proposed scheme is
exposed to be CCA2 sheltered, assuming that the decision

BDH assumption is hard. It is also demonstrated that the
projected IBSC system is unforgeable under the CDH
problem's consideration. The widely used AVISPA tool is
used to do a security evaluation, which includes formal
security verification, and the results reveal that our
proposed system is significantly immune to adversary
attacks. In addition to these advantages, the proposed
method is significantly more efficient in terms of
computing cost when compared to the relevant existing
techniques. As a result, in the smart grid environment, the
suggested provably secure IDPSC-SG technique is more
appropriate.

This is an Open Access article distributed under the terms of the Creative
Commons Attribution License.
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