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Abstract 
 

This paper mitigates the effect of blackhole attacks in mobile ad hoc networks according to the traffic of the Ad-hoc On-
demand Distance Vector (AODV) routing protocol. The algorithm consists of two parts: In part one, machine learning 
algorithms are used to detect whether the network suffers from a blackhole attack or not. Part two will be activated if 
there is a blackhole attack. To block the compromised node, the proposed algorithm in stage two removes the highest 
sequence number in the route reply as the blackhole node increases the sequence number in the route reply. According to 
the simulation results, machine learning algorithms used in blackhole detection show an average accuracy of 97.8% for 
the Random Forest classifier. Throughput, delay, and packet delivery ratio (PDR) are enhanced in part two of the 
proposed approach. 
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1. Introduction  
 
Wireless communication technology is expanding and 
advancing rapidly. People want to use their network 
terminals (laptops, PDAs, etc.) anywhere and anytime. 
Mobility is made possible by wireless connectivity. 
Different wireless networks differ in how their nodes 
interconnect. They can be divided into two types: networks 
with fixed infrastructure and ad hoc wireless networks [1]. A 
mobile ad hoc network (MANET) can be used in a wide 
variety of applications. 
 MANET comprises a dynamic set of self-organizing 
mobile devices or nodes that directly communicate with 
each other without any fixed infrastructure (There is no 
central management system, unlike traditional networks). 
Thus, nodes in MANET perform the tasks of both hosts and 
routers to forward packets toward their destinations based on 
the employed routing protocol [2]. Using MANET, host 
devices can communicate between themselves in a 
constantly changing environment. It is a continuous 
challenge for packets to be delivered optimally in these 
networks due to the absence of a fixed infrastructure. For 
example, as the number of nodes increases in an area, 
interference between them increases significantly as well. 
Additionally, MANETs have low stability in areas with fast-
moving nodes which leads to their reduced longevity [2].  
 Since any node can be out of reach at any time, every 
node can function as a router in a MANET. Data might be 
transmitted, saved, and forwarded. Additionally, the 
destination node's location may change frequently. Reactive 
and proactive routing protocols are usually used in 
MANETs. A proactive routing protocol is one in which the 
route formation decision is made based on the properties of 
the nodes already stored in the routing table, referred to as a 
table-driven routing protocol. A reactive route is formed on 
demand in contrast to a proactive route [3]. 
 The Ad-hoc On-Demand Distance Vector (AODV) uses 

demand-based table-driven routing to make routing 
decisions. If there is a need to send some packets to a 
particular node (Destination Node) within the network, the 
nodes present in an AODV-based network look for routes to 
that node when needed. Routing tables are also available in 
AODV. Based on the packet transmission records of 
previous nodes in the network, every node has a routing 
table that keeps track of routes to those nodes. Whenever a 
route becomes inactive during the expiry period, it is 
considered invalid. Routes are maintained in the table with a 
lifetime, which is set up beforehand [2]. 
 The source node sends RREQ first when sending a 
message without routing to the target node. After receiving 
the RREQ with the source and target addresses, the adjacent 
node checked whether it matched the target node's address. 
If it was, sent RREP to the source node, otherwise, check the 
routings in the routing table that could reach the target node, 
then send RREP to the source node, or continue to flood 
send RREQ. AODV protocol can maintain routing nodes by 
broadcasting hello messages regularly. If one link break, it 
sent an ERROR message to nodes, meanwhile deleting 
broken records or repairing the routing [4].  
 The important feature of AODV is that it is a time-based 
working protocol. AODV gives demand and destination 
sequence numbers based on the latest information for the 
route to the destination. The connection is set up more 
quickly with AODV. The advantages of AODV have made 
it popular in recent years. Discovery and maintenance of 
paths are the two steps of the process. In the path discovery 
phase, a connection is established between the source and 
destination nodes using Route Request (RREQ) and Route 
Reply (RREP) packets [5].  
 The Blackhole attack consists of the attacker node 
claiming that it has the shortest route to any desired node in 
the network, even if it does not have a route there; therefore, 
all packets will pass through it, enabling it to forward or 
discard packets during data transmission. Nodes that 
broadcast requests are trusting any reply they receive, and 
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the blackhole node takes advantage of this by claiming that 
it has the shortest path to the desired node. In normal 
circumstances, nodes discover a path to their destination 
during the discovery phase. Nodes receiving this request 
check whether they have a fresh path to the destination node. 
A request is broadcast from the source node to the 
destination node. As soon as the blackhole node receives this 
request, it responds to the broadcaster by claiming that it has 
the shortest and freshest path to the destination. Since there 
is no way to verify whether the request comes from a normal 
or blackhole node, the source node believes it received that 
reply. Nodes forward packets to blackholes hoping they will 
be delivered to the destination nodes, but instead blackholes 
drop them [2]. 
 This paper proposes an algorithm for detecting and 
tackling networks from blackhole attacks. The algorithm 
consists of two parts: In part one, machine learning 
algorithms are used to detect whether the network suffers 
from a blackhole attack or not. Part two will be activated if 
there is a blackhole attack. To block the compromised node, 
the proposed algorithm in stage two removes the highest 
sequence number in the route reply as the blackhole node 
increases the sequence number in the route reply. 
 This paper makes the following contributions: 
 
• Analyzing the effect of blackhole attacks on network 

performance. 
• Presenting a machine-learning algorithm to detect 

blackhole attacks. 
• Blocking the compromised node by removing the highest 

sequence number from route replies. 
 
 
2. Related Work 
 
Mai Mustafa Jaber and  Marianne A. The simulation setup 
used in OPNET to use the following metrics to evaluate 
network performance in normal mode and in the presence of 
an attack: packet drop ratio, over routing, throughput, and 
packet delivery ratio [1]. 
 Pooja Rani and others determined a blackhole node and 
routed it through a secure node based on modified AODV 
routing protocols. Based on a node's position, data 
transmission delays, and power consumption, it can be 
classified as a blackhole. According to the experiments, the 
proposed AODV with FFA and ANN method had a 98.19% 
PDR, a 92.13 kbps throughput, and a 0.042 MS delay on 
average [2]. 
 Sijan Shrestha and colleagues propose an algorithm 
based on altering the sequence number present in control 
packets, particularly Route Reply Packets (RREP), to 
identify blackhole nodes and lower data loss by eliminating 
the path through them. Based on simulation results, the 
proposed algorithm is superior to the old intrusion detection 
system (IDS) for AODV [3]. 
Swapnil S. Bhalsagar et al. discussed how trust-based 
schemes would help to overcome the negative effects due to 
the presence of malignant nodes. Several types of malicious 
attacks are discussed, such as blackholes, gray holes, 
jellyfish attacks, and wormholes. With trust-based schemes, 
malicious nodes are prevented from being added to the path 
by assigning them a trust value. Moreover, a comparative 
analysis was carried out between the trust-based preventive 
protocols that ensure a high level of security and reduce the 
effects of malicious attacks. The DSR protocol is 
implemented under a blackhole attack, and its performance 

is evaluated by calculating the packet delivery ratio, 
throughput, and the number of received packets [6]. 
 Md Ibrahim Talukdar and others implements denial-of-
service attacks like blackhole attacks for general-purpose ad 
hoc distance vectors (AODV). they observe that blackholes 
adversely affect the performance of networks using three 
approaches: normal AODV, blackhole AODV (BH_AODV), 
and detected blackhole AODV (D_BH_AODV). Two 
techniques have been used to detect blackhole attacks within 
networks: intrusion detection systems (IDS) and encryption 
techniques (digital signatures). The packet delivery ratio 
(PDR), delay, and throughput parameters for the AODV and 
BHa AODV protocols are examined. The findings of this 
study demonstrate that blackhole attacks reduce network 
performance, but D BH AODV improves QoS performance 
by identifying blackhole nodes and avoiding them when 
establishing connections between nodes [7]. 
 Ehsani Rad St and others. The K-near-neighborhood 
(KNN) technique for fuzzy clustering and inference for 
cluster head selection was proposed in the study as a new 
algorithm in MANETs for blackhole attack detection. 
Determine the confidence of each node using the beta 
distribution and Gusang's reasoning. Fuzzy heuristics choose 
the block header based on reputation and remaining energy. 
Then the trust server checks the target node. If permitted, it 
alerts the head of the block; If not, it recognizes the node as 
a malicious node in the blackhole attack for each group.) 
When compared with current blackhole detection 
techniques, simulation results show that the proposed 
method has improved parameters of packet loss rate, 
throughput, packet delivery ratio, total latency for the 
network and load normal routing [8]. Machine learning 
algorithms have been widely applied in different fields. For 
instance, in the security field, they are employed to find 
biometric keys [9–11]. Additionally, in the network, 
researchers utilize machine learning for network traffic 
analysis and indoor localization [12–23]. P Rani et al. [24] 
enhanced the AODV's resistance to black hole attack by 
merging the Firefly Algorithm with an Artificial Neural 
Network by training the ANN to the optimized node's 
attributes through FFA routes for both normal and abnormal 
nodes. 

El-Semary at al. [25], enhanced an BP-AODV protocol 
by advancing the capabilities of the AODV and 
incorporating chaotic map features. The evaluation was 
computed during the execution time of 200s for 25 nodes. 
The average throughput reaches 2500 Kbps, with an end-to-
end delay of about 5 ms and an average PDR of about 90%. 
 JM Chang at al. [26], The source node picks a nearby 
node at random to work with in order to use its address as 
the bait destination address to persuade hostile nodes to send 
a reply RREP message. Malicious nodes are consequently 
found and excluded from the routing activity by using a 
reverse tracing technique. In this configuration, it is assumed 
that anytime there is a significant drop in the packet delivery 
ratio, an alarm will be sent from the destination node back to 
the source node to restart the detection process. 
 In general, our method of identifying the attack and 
resolving it differs from previous work. We use machine 
learning to recognize attacks with high accuracy, and 
afterward, we employ our recovery algorithm to mitigate 
their impact. 
 
3. Methodology 
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This paper proposes a new approach to tackle the issue of 
blackhole attacks in MANET utilizing machine learning. 
Fig. 1 illustrates the overall proposed approach. 
 As shown in Fig.1, the proposed approach consists of 
three stages. In stage one, a route is created via the AODV 
protocol for nodes (both normal and malicious). The 
protocol is modified by exploiting a blackhole node's fake 
information to generate a malicious node with fewer hops 
and the highest sequence number. Then, several network 
performance metrics are computed and analyzed to 
determine whether the network is compromised or not. Stage 
two involves detecting blackhole attacks using machine 
learning algorithms. Several network performance metrics 
are used in machine learning algorithms, including 
throughput, delay, and packet drop rate. Some simulations 
were conducted in stage one to generate the training data. As 
soon as a blackhole attack occurs in stage two, the recovery 
algorithm will be activated. This algorithm solves this issue 
by ignoring packets with the highest sequence number and 
the lowest hop count. 

 
Fig. 1. System architecture. 
 
 
 The proposed approach consists of three stages as 
follows: 
 
3.1 Network analysis stage: 
The first part of the network analysis stage is the routing 
protocol. To do so, the network scenarios were implemented 
through the NS-3 simulator. The simulator is used to build 
many network topologies with the AODV routing protocol, 
which makes the route based on demand and minimizes the 
number of broadcasts needed. 
 For better explanation, Fig. 2 illustrates an example of an 
implemented scenario. Whenever source node 'A' wants to 
connect with destination node 'F', it broadcasts the RREQ to 
its neighbors B, C, and E. 
 In case that no blackhole nodes exist, neighbors B, C, 
and E received the RREQ and updated the route information 
related to the destination. Since it is not the destination, no 
RREP is generated. 
 It will keep repeating until the destination ‘F’ receives 
the RREQ packet. The connection is made through A,B,F 
once the RREP has returned to A. Source A will choose an 
RREP with the largest destination sequence number. 
 However, the RREP with the lowest hop count value will 
be used if the destination number is equal. 
 In the case that E is a blackhole node, node E generates 
fake information RREP, posing as the destination node, in 
response to receiving the RREQ from A. 

 
Fig. 2. Routing example with a blackhole attack. 
 
 
 The source node A will choose the shortest path with a 
higher sequence number and fewer hops, and then it will 
forward packets to E. The fake destination node E will drop 
these forwarded packets. 
 The second part of the network analysis stage is 
computing the network performance metrics. For this 
purpose, several simulation scenarios were constructed 
utilizing various network configurations. 
 The performance metrics are calculated and studied as 
network properties, including throughput, delay, packet loss, 
and packet delivery ratio (PDR). This process is repeated for 
various MANET topologies. This stage produces a dataset 
containing the calculated performance metrics and the status 
of the network as compromised or not. 
 
3.2 Detection stage 
Machine learning (ML) aims to detect unknown attacks, and 
algorithms such as decision trees, random forest classifiers, 
K nearest neighbors (KNNs), and artificial neural networks 
(ANNs) can be used to train a network prediction model and 
classify  networks traffic. To create the best network model, 
ML classifiers are trained using Orange Workflow. It is 
trained using datasets generated from several network 
simulations that have been executed. Our main goal in 
creating the ML-based detection module is to classify the 
network and determine whether the blackhole affects it or 
not, which is expected to enhance the detection accuracy. 
Algorithm 1 illustrates how to detect blackhole attacks. The 
first step determines the features and the class to build the 
dataset. Then, the best model is produced using different 
machine learning classifiers. Finally, the algorithm returns 
“Yes” if the network is compromised by a blackhole attack 
or not.  
 
Algorithm 1: Detection algorithm 

Features[i]=network performance metrics i=1,2,3, … no 
of metrics. 
Class={Yes, No} // compromised or not 
Dataset = results of network simulations 
Model = Machine_learning[dataset, features, class] 
Return Class 

 
3.3 Recovery stage: 
Usually, a malicious node sends a fake RREP packet with a 
maximum sequence number (e.g., greater than 50) and fewer 
hops than the RREQ packets received from the rest of the 
network. The proposed approach employs these fake 
properties before evaluating them once the network is 
detected as having a blackhole by the detection stage. 
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Algorithm 2 illustrates how to solve blackhole attacks. When 
the detection stage detects that the network is compromised, 
the proposed approach ignores the RREP packet with the 
highest sequence number and lowest hop count. Then, it 
broadcasts RREQ again. 
 
Algorithm 2: Recovery algorithm 

isCompromised = DetectionAlgorithm() 
if (isCompromised) 
   ignore the least hop count 
  remove the highest sequence number 
  Broadcast RREQ. 

 
 
4. Evaluation 
 
4.1.Simulation environment  
The proposed approach was evaluated using different 
MANET scenarios, including AODV routing protocol 
without attack, single blackhole attack, and multiple 
blackhole attack. The NS-3 (ver-3.24.1) simulator, Ubuntu 
18.08, and the netanim-3.108 application were used to run 
the simulation. Figs 3 and 4 show the implemented 
scenarios. Moreover, Orange application used to create 
machine learning classifiers. 
 
Scenario 1: 
As presented in Fig. 3, we examined the impact of one 
blackhole by varying the data rate. We employed five nodes 
in two scenarios: one without a blackhole and one with a 
blackhole attack. We varied the data rate from 200 to 700 
and recorded the results. 

 
Fig. 3. Scenario one. 
 
Scenario 2: 
According to Fig.4, we implemented and examined a 
scenario with ten nodes in two ways: one without a 
blackhole attack and one with several. The scenario begins 
without an attack and gradually increases the number of 
malicious nodes until reaching four malicious nodes. 
 Several network performance metrics are calculated, 
including throughput, delay, and packet delivery ratio. Table 
1 presents the simulation parameters. 
 

Table 1.  Simulations  parameters  
parameter Value 

Number of nodes 4 to 10 
Max Packet Size 1040 bytes 

Traffic Model 
Link Data Rate  

CBR 
200 to 700 Kbps  

Routing Protocol AODV 
Simulation Time 100 s 

Mac Layer 802.11 
Number of Malicious Nodes 1 to 4 

 

 
Fig. 4. Scenario two. 

 
 
4.2 Simulation results 
4.2.1. The effect of blackhole attack in MANET. 
 
A. Throughput result  
Fig. 5 demonstrates that, in the normal case for MANET, 
throughput increases to its maximum value, whereas, in the 
case of a blackhole attack, throughput value begins with a 
lower value and rises to a specific value with an increase in 
data rate. It is, nevertheless, lower than average, and the 
throughput is unstable because of the blackhole node.  
 

Fig. 5. Scenario 1 throughput result with different data rates. 
 
 Fig. 6 demonstrates how performance falls as the number 
of malicious nodes increases. When it comes to routing 
without blackholes, the AODV routing protocol performs 
better and more steadily. When there are many compromised 
nodes, the entire network goes down as the malicious nodes 
increase. 
 

Fig. 6. Scenario 2 throughput result with different malicious nodes. 
B. Delay result  

0
0.05

0.1
0.15
0.2

0.25
0.3

0.35
0.4

200

250

300

350

400

450

500

550

600

650

700

Th
rou

gh
pu

t 
 (M

bp
s)

Data rate (Kbps)

Normal

Under Attack

0
50000

100000
150000
200000
250000
300000
350000

0 1 2 3 4

Th
rou

gh
pu

t 
(M

bp
s)

Nomber malicious nodes



Ahmad Abadleh, Alaa Btoush, Anas Ali Alkasasbeh, Alaa Mahadeen, Eshraq Al-Hawari, Aya Tareef and Maram M. Al-Mjali/ 
Journal of Engineering Science and Technology Review 15 (6) (2022) 107 - 114 

 111 

The delay result for scenario one in the event of an attack is 
high, as illustrated in Fig. 7. The lower the packet delay, the 
better the network performance because the average end-to-
end delay is short. Data rate hikes are causing the delay 
value to rise. In most cases, the effect appears worse than it 
is normal networks. 
 

Fig. 7. Scenario 1 delay result with different data rates. 
  

 As the quantity of received packets declines, as seen in 
Fig. 8, the average latency reduces. Many packets are lost as 
we keep adding attackers. Fewer packets are sent and 
received at the destination as a result of the routing. As a 
result, because there are more compromised nodes, the 
needed amount of delay gets smaller as fewer packets are 
received. 
 

Fig. 8. Scenario 2 delay result with different malicious nodes. 
 
C. Packet Delivery Ratio result (PDR) 
Fig. 9 shows the results of PDR when the network is under 
attack and when it is normal. The result shows how the 
attack severely impacts PDR results. During an attack, PDR 
decreases by about 60%. All packets passing through the 
blackhole are absorbed and dropped, increasing packet 
retransmissions and packet drops during connection. 
 In Fig.10, the result of the PDR is shown when the 
network is under attack and under normal conditions. The 
figure shows how the attack strongly affects the results of 
the PDR. During an attack, the PDR decreases by about 20% 
and then doubles to 40% until it reaches 0%. Blackholes 
notice and drop all packets that pass through them, which 
increases the retransmission and dropping of packets. 

 
4.2.2 The classification results 
The dataset was collected from over ninety simulations and 
was used as training data for different classifiers to evaluate 
the best one. As shown in Fig.11, the classification accuracy 

plotted for each classifier was KNN (95.4%), 
ANN(95.8%),Naïve Base (94.4%),decision tree(96.6%), and 
random forest (97.8%). The result shows that a Random 
Forest classifier has the highest accuracy of 97.8%. 

 

Fig. 9. Scenario 1 PDR result. 
 

 

 
Fig. 10. Scenario 2 PDR result. 
 

Fig. 11. comparison of ML accuracy. 
 
 

4.3 The impact of recovery on detected attacked 
MANET. 

To identify the performance of the recovery stage and its 
efficacy, the discovered attacked networks that were 
detected using a random forest classifier are fed into a 
recovery stage. 
A. Throughput result 
Fig. 12 shows the network's throughput performance for the 
detected networks and recovery stage when the data rate is 
changed from 200 to 700 Kbps with a single malicious node. 
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as the rate approaches its maximum, the number of bits 
transmitted each second increases (500 kbps). The 
throughput is lower when the networks are under attack. The 
outcomes appear better when recovery steps are carried out. 
Low rates of blackhole node detection were made, and the 
throughput was immediately increased by the applied 
recovery. 

Fig. 12. Scenario 1 throughput results with different data rates.  
 

 Fig. 13 shows how a detected network's performance 
degrades as the number of malicious nodes rises. The 
network collapses when the number of attacker nodes rises. 
When compared to the other cases, the throughput at each 
point has improved significantly during the recovery stage. 
Due to early detection and blocking of fake pathways with 
malicious nodes. 

Fig. 13. Scenario 2 throughput with different malicious nodes. 
 
B. Delay result 
As shown in Figs 14 and 15, the proposed recovery 
algorithm reduces the delay when the network is attacked. 
The delay result continues to increase, as shown in Fig. 14 
since so few packets are being quickly discarded by the 
blackhole at the start of the simulation. As the recovery 
algorithm starts, the delay decreases as the malicious node is 
blocked. 

 

 
Fig. 14. Scenario 1 delay result with different data rates.  

 

Fig. 15. Scenario 2 delay result with different malicious nodes.  
 
C. Packet Delivery Ratio result (PDR) 
Fig. 16 illustrates how the attack has a negative influence on 
both the network's detection and the recovery stage. PDR 
drops by around 60% during an attack. The blackhole 
absorbs and drops every packet it encounters, leading to 
increased packet retransmissions and packet loss during 
connections. In the following stage, the network is 
recovered, leading to decreasing in the dropped packets, 
improving the PDR result to 20% loss rather than 40% loss. 
Fig. 17 depicts the outcome of the PDR during an assault on 
the network and during the implementation of recovery. The 
attack has a significant impact on the PDR's outcomes. All 
packets that pass through blackholes are noticed and 
dropped, which causes more packets to be retransmitted and 
dropped. 
 

Fig. 16. Scenario 1 PDR with different data rates. 
 
 

Fig. 17. Scenario 2 PDR result with different malicious nodes. 
 
 
5. Comparative analysis 
 
The proposed approach is compared with Shrestha et al. [27] 
and Patel et al. [28] to show how effective it is. The main 
method, throughput (Kbps), delay (MS), PDR, and other 
number of malicious nodes are used as the basis for 
comparison. Table II shows the overall comparison of the 
proposed approach with some of existing approaches. 
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Table 2.  Compasion with existing approaches 
Approac

h 
Method AVG 

Delay 
(ms) 

AVG 
Throughpu

t 
(kbps) 

AVG 
 PDR 

# of 
M
N 

Proposed Seq.no & 
ML 

Decrease
d about 

0.007 ms 
 

Increase  
28.4  

 

46% 
 

1-4 

Shrestha 
et al.[27] 

Modified 
Seq.no 

--- Increased 
about  
14.75  

23.25
% 
 

1-4 

Patel et 
al. [28] 

Intrusion 
detection 

and 
prevention 
mechanis

m 
IDS 

Decrease
d about 
35.9 ms 

Increased 
about 
11.93  

10.31
% 

1-4 

 
 
6. Conclusion 
 
This paper analyzes the traffic of the Ad-hoc On-demand 
Distance Vector (AODV) routing protocol to reduce the 
impact of blackhole attacks in mobile ad hoc networks. The 
algorithm is divided into two sections: In the first section, 

machine learning methods are employed to determine 
whether the network has been subjected to a blackhole 
assault. If a blackhole assault occurs, part two will be 
initiated. As the blackhole node increases the sequence 
number in the route reply, the proposed algorithm in stage 
two eliminates the highest sequence number in the route 
reply to block the compromised node. The simulation 
outcomes reveal that the Random Forest classifier has an 
average accuracy of 97.8% when utilized in machine 
learning methods for blackhole identification. Moreover, 
using the recovery algorithm, the throughput, delay, and 
PDR have been improved, which enhances the network 
performance. As a future work, we decide to extend our 
work to apply it to vehicle networks where mobility is 
occurring more quickly. Furthermore, we are going to 
modify our approach to be more efficient by considering the 
time needed for the route reply packet. 
 
This is an Open Access article distributed under the terms of 
the Creative Commons Attribution License.  
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